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The Department for Education (DfE) publishes an update of its statutory safeguarding guidance, ‘Keeping Children Safe in
Education’, annually which comes into force at the beginning of each academic year. The guidance includes information about
safeguarding children online. The guidance explains how children should be safeguarded from potentially harmful and
inappropriate online material, and that as such governors and school leaders should:

e Ensure their school has appropriate filtering and monitoring systems in place and regularly review their effectiveness.

e They should ensure that the leadership team and relevant staff have an awareness and understanding of the provisions in
place and manage them effectively and know how to escalate concerns when identified.

e Governing bodies should consider the age range of their children, the number of children, how often they access the IT
system and the proportionality of costs verses safeguarding risks.

Filtering and monitoring is part of a whole school approach and forms one part of online safety. As part of a broad and balanced
curriculum we ensure pupils are taught about safeguarding, including online risk through bespoke lessons, assemblies and
workshops. Online safety training for staff also forms part of our annual staff CPD sessions.

Online Safety

It is essential that children are safeguarded from potentially harmful and inappropriate online material. An effective whole
school approach to online safety empowers a school to protect and educate pupils and staff in their use of technology and
establishes mechanisms to identify, intervene in, and escalate any concerns where appropriate.

The breadth of issues classified within online safety is considerable and ever evolving, but can be categorised into four areas of
risk:

1. Content: being exposed to illegal, inappropriate, or harmful content, for example: pornography, racism, misogyny, self-
harm, suicide, antisemitism, radicalisation, extremism, misinformation, disinformation (including fake news) and conspiracy
theories.

2. Contact: being subjected to harmful online interaction with other users; for example: peer to peer pressure, commercial
advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal,
financial or other purposes.

3. Conduct: online behaviour that increases the likelihood of, or causes, harm; for example, making, sending and receiving
explicit images e.g., consensual and non-consensual sharing of nudes and semi-nudes and/or pornography, sharing other
explicit images and online bullying, and

4. Commerce: risks such as online gambling, inappropriate advertising, phishing and or financial scams. If you feel your pupils,
students or staff are at risk, please report it to the Anti-Phishing Working Group (https://apwg.org/)

Governing bodies should ensure online safety is a running and interrelated theme whilst devising and implementing their whole
school approach to safeguarding and related policies and procedures. This will include considering how online safety is reflected
as required in all relevant policies and considering online safety whilst planning the curriculum, any teacher training, the role
and responsibilities of the designated safeguarding lead (and deputies) and any parental engagement.

Cyberbullying — as a school we handle cyberbullying as a “community issue” on a whole school level (see Behaviour, Anti-
Bullying and E-safety policies). Through effective monitoring and provision, we ensure that we provide an environment where
both staff and pupils are free from harassment and bullying and pupils feel safe to speak to a trusted adult if they have any
worries or concerns.

With regards to monitoring and filtering online activity as a school we take into account:

v" The age range of the pupils and risk profile e.g., SEND, EAL
v" The number of pupils



https://apwg.org/

v" How often they access the school’s IT systems
v' The proportionality of costs vs risks
v" Support and guidance given from the LA and other agencies e.g. UK Safer Internet Centre, NSPCC

What is appropriate filtering and monitoring? (Using guidance from UK Safer Internet Centre and the DfE
https://www.gov.uk/quidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-core-
standard

It is important to recognise that no filtering system can be 100% effective and all procedures should be supported with good
teaching and learning linked to online safety alongside regular monitoring of the school’s filtering systems. As a school we
ensure that access to illegal content is blocked, specifically that the filtering providers:

o Are IWF members and block access to illegal Child Abuse Images and Content (CAIC)
o Integrate the ‘police assessed list of unlawful terrorist content, produced on behalf of the Home Office.’

Inappropriate Online Content — Buckland Primary’s filtering system also manages the following content:

Content Explanatory notes — Content that:

Discrimination Promotes the unjust or prejudicial treatment of people with protected
characteristics of the Equality Act 2010

Drugs/Substance Abuse Displays or promotes the illegal use of drugs or substances

Extremism Promotes terrorism and terrorist ideologies, violence or intolerance

Malware/Hacking Promotes the compromising of systems including anonymous browsing and other
bypass tools as well as sites hosting malicious content

Pornography Displays sexual acts or explicit images

Piracy and copyright theft Includes illegal provision of copyrighted material

Self-harm Promotes or displays deliberate self-harm (including suicide and eating disorders)

Violence Displays or promotes the use of physical force intended to hurt or kill

The list should not be considered an exhaustive list. The school’s named provider is able to demonstrate how their systems
manages this content as well as many other aspects (See Smoothwall Safeguarding reporting systems).

Filtering System Features

Filtering systems are only ever a tool in helping to safeguard children when online so as a school we have an obligation to
“consider how children may be taught about safeguarding, including online, through teaching and learning opportunities, as part
of providing a broad and balanced curriculum”.

Additionally, and in context of our safeguarding needs, we also consider how our filtering system meets the following principles:

v' Age appropriate —includes the ability to vary filtering strength appropriate to age and role

v' Circumvention — the extent and ability to identify and manage technologies and techniques used to circumvent the
system, for example VPN, proxy services and DNS and HTTPS

v" Control — has the ability and ease of use to allow schools to control the filter themselves to permit or deny access to
specific content

v" Contextual Content Filters — in addition to URL or IP based filtering, the extent to which (http and https)content is
analysed as it is streamed to the user and blocked. For example, being able to contextually analyse text on a page and
dynamically filter

v’ Filtering Policy — the filtering provider publishes a rationale that details their approach their approach to filtering with
classification and categorisation as well as over blocking

v' Group / Multi-site Management — the ability for deployment of central policy and central oversight or dashboard

Identification — the filtering system should have the ability to identify users

v" Mobile and App content —mobile and App content is often delivered in entirely different mechanisms from that
delivered through a traditional web browser. to what extent does the filter system block inappropriate content via
mobile and app technologies (beyond typical web browser delivered content)

v" Multiple language support- the ability for the system to manage relevant languages

v" Network level —filtering should be applied at ‘network level’ i.e., not reliant on any software on user devices whilst at
school

v" Remote devices — with children and staff working remotely, the ability for devices to receive school-based filtering to a
similar quality to that expected in school

v' Reporting mechanism — the ability to report inappropriate content for access or blocking
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v' Reports — the system offers clear historical information on the websites visited by your users
Monitoring Strategies

Appropriate and effective monitoring at Buckland is informed by risk assessments and circumstances. A range of strategies are
used such as:

v Physical monitoring — can contribute where circumstances and the assessment suggests low risk, with staff directly
supervising children on a one to one ratio whilst using technology. This could be: physical supervision of children whilst
using the Internet; assigning additional classroom support staff to monitor screen activity; or actively monitoring all screen
activity during a lesson from a central console using appropriate technology. The following are possible limitations or points
to consider

It is difficult to physically monitor any independent use of technology

Can be resource intensive

Less effective across a larger group or a group using mobile devices

Students often adapt screen behaviour to avoid monitoring

o Advantage of immediate intervention when an issue arises which can be developed as a teaching opportunity

v" Internet and web access — Some Internet Service Providers or filtering providers provide logfile information that details and
attributes websites access and search term usage against individuals. Through regular monitoring, this information could
enable schools to identify and intervene with issues concerning access or searches. The following are possible limitations or
points to consider

o Assign appropriate responsibility for analysing the logfile information. These reports can often be difficult to
understand and may require specialism to analyse.

o The frequency that block or monitoring lists are updated by your provider
The logfile information should be able to identify an individual user (or group as appropriate) for effective
intervention
Logs need to be regularly reviewed, interpreted and alerts prioritised for intervention
Information held by the school that indicates potential harm, must be acted upon
Be aware of any limitations of the logfile information. Schools should ensure clear and appropriate data retention
policies and logfiles (Internet history) should include the identification of individuals and the duration to which all
data is retained

v' Active/Pro-active technology monitoring services - Where the risk is assessed as higher, Active or Pro-active monitoring
technologies may be suitable. These specialist services provide technology-based monitoring systems that actively monitor
use through keywords and other indicators across devices. These can prove particularly effective in drawing attention to
concerning behaviours, communications or access. These systems can take the form of:
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Active monitoring where a system generates alerts for the school to act upon. Active Monitoring is most effective where

o There is sufficient internal capability and capacity to interrogate and interpret the volumes of information and
alerts generated by the system
o Appropriate Safeguarding expertise is assigned to review, prioritize and take action on alerts that signal

Pro-active monitoring where alerts are managed or supported by a specialist third-party provider and may offer support with
intervention. Proactive monitoring is most effective where:

School safeguarding staff are actively and immediately alerted to genuine risk of threats to health or life
The provided SLA meets the school requirements

Specialist organisations provide additional capability and capacity to support school safeguarding staff
High number of devices are operating remotely (remote learning or snow days)potential harm.
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Monitoring Content

Recognising that no monitoring can guarantee to be 100% effective, schools should be satisfied that their monitoring strategy or
system (including keywords if using technical monitoring services) at least covers the following content.

Content Explanatory notes — Content or communications that

Illegal Child abuse images and terrorist content

Bullying Involve the repeated use of force, threat or coercion to abuse, intimidate or
aggressively dominate others

CSE Is encouraging the child into a coercive/manipulative sexual relationship. This may
include encouragement to meet.




Discrimination Promote the unjust or prejudicial treatment of people on the grounds of race, religion,
sex, disability or gender identity

Drugs/Substance abuse Displays or promotes the illegal use of drugs or substances

Extremism Promotes terrorism and terrorist ideologies ,violence or intolerance

Pornography Displays sexual acts or explicit images

Self-harm Promotes or displays deliberate self-harm

Violence Displays or promotes the use of physical force intended to hurt or kill

Suicide Suggest the user is considering suicide

Monitoring Strategy/System Features

Schools should consider how their system integrates within their policies and should satisfy themselves the extent that their
monitoring strategy meets the following principles:

v
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Age appropriate —includes the ability to implement variable monitoring appropriate to age. This will in turn define
which alerts are prioritised and responded to.

BYOD (Bring Your Own Device) — if the system includes the capability to monitor personal mobile and app technologies
(i.e. not owned by the school), ensure it is deployed in accordance with policy and how data is managed. Does it
monitor beyond the school hours and location?

Data retention — should be clear what data is stored, where it is stored (physically —i.e. cloud/school infrastructure) and
for how long. This should also include any data backup provision

Devices — if software is required to be installed on devices, the monitoring system should be clear about the devices
(and operating systems) it covers

Flexibility - changes in keywords (addition or subtraction) can be easily according to an agreed policy.

Group / Multi-site Management — the ability for deployment of central policy and central oversight or dashboard
Impact - How do monitoring results inform your policy and practice?

Monitoring Policy — How are all users made aware that their online access is being monitored? How are expectations of
appropriate use communicated and agreed? Does the technology provider, offer any advice or guidance?

Multiple language support — the ability for the system to manage relevant languages to your school

Prioritisation — How alerts generated via monitoring are prioritised to enable a rapid response to immediate issues.
What operational procedures are in place to facilitate that process?

Remote monitoring — with many children and staff working remotely, the ability, extent and management for the
monitoring of devices (school and/or personal). Included here is the hours of operation together with the explicit
awareness of users.

Reporting — how alerts are recorded, communicated and escalated?

Harmful Image detection — The inclusion or extent to which visual content is discovered, monitored and analysed (e.g.
Image hash)

Monitoring systems require capable and competent staff with sufficient capacity to effectively manage them, together with the
support and knowledge of the entire staff. Monitoring systems are there to safeguard children and the responsibility therefore
should lie with the school leadership/governors and Designated Safeguarding Lead. Schools should ensure that their staff and in
particular those responsible for and managing their monitoring strategy have sufficient capacity and capability. The UK Safer
Internet Centre Helpline may be a source of support for schools looking for further advice in this regard.

Filtering and monitoring systems are only ever tools in helping to safeguard children when online and schools have an obligation
to “consider how children may be taught about safeguarding, including online, through teaching and learning opportunities, as
part of providing a broad and balanced curriculum”.

Buckland Primary School’s monitoring strategies ensure that children and staff are safeguarded and kept safe online. The
responsibility to monitor lies with the Senior Leadership team, Governing Board and Designated Safeguarding Lead.
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